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dufl b MIUINTIANTIINMSIIMIVRlEa (User Access Management)
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o «. auaszuu deamuuanisldaussuumaluladaisaumaidrdy Tnofdszuud
Aeateade sruunesfiunoslusunsuUszynd (Application) anmanedidnynsednd (E-Mail) szuu
w3etneliany (Wireless LAN) szuudumosiidn (intemet) InadaddviansianznisufoRanvluniii
wazlgsuaruiureuduanednualdnys
10 @o. HAKATEUUABINITNUNIUENSNSIAeelda1U (Review of User Access Rights)

AosdnlviinsruiunsnumudninisiditieesgldnussuvansaumenazUSul sedaydildnuegns

€

pelne o ATY ViTALBNNSleN e WaUALMUL a198n ViseaugAn1sIAEUTRALLLING

i

¢

6 IS a

NW?WEJGUEJGUENEEIQETQdaWﬁﬁlu3$UULL8ﬂﬁﬂﬂJ1ﬁﬂ38ﬁu

=)

(@)

(o) naITFUULANURTIAUTYBIVDINIBNULNDALTUNITNUIUT B TO LAY

Y

a

ansmainldauingnasaniely

a a i

(en) AdunsuAlateya @ndene o ligndesmunlasuudnduainmitea

Y

=

() numudnsnisiiifesdldnuegadestay 1 a3 uaznumudmiugnd
ansluszdugemeaunuinningldau
(@) Wamthndinslondrs wWasudwls a1een Fugan133nu visilieu
v A o a ~ a a ] v a a
MNNANUSURATaUlUsTUUNTRANS NS IeaU Trnennauansaely 1 - 2
JUNANS
10 oo. MIUTMTIANMTIHARUGMTUL T
(@) ANRUANISLUA 8 UBUAILAZNITENLANTWAN U (Password) bl asf[fz?mumaaﬂ
VIONUINNALIUI WIDYNBNNITTIIU
(o) Myusaveyldnursesiagldnusdasligniu
(o) daupUIWaN1U (Password) ¥ 1As 1l A UE 1 a1us 18750157 Uaeade
a N v a | 1 a a a s . PN () [y
naniaeInsldyaradunsansdanuedidnnsetng (E-Mail) Nlidinistasiu

Tunnsdesranu (Password)

(3

WU URlLNIShwANLTUAIaAAUA A TAUNATOILIINENUIAITIZYAN 1.6 bdob Wi o

Y



(@ fmualvigldnuneugudunslasusianiu (Password)
(@ fvundnnuadsiiveulvldnuldsiasin (Password) Aananaldliifu o ads
(o) Anualigldauldduiinuieiiusanu (Password) Liluszuuaeuines
Tuguuuuiiladlfdestumaitnis
19 ob. fauaszuy Fesuimsianisnindidedoyanulssinnduaudu lunsauey
nadrdadeyausazsnnduanuduiinindrfdasnsuagmadidenussuoey saudeisnig
yhanedoyausazUssinnduarudy Sdielud

a wa

(o) HawaszUURBInIMUATUANLSUTRITaya F5UJURluNIImAuToya a3

Y
[ [%

UuatuniseuaunsidnfsdeyaudazUssinnduanuauninisidifdaens
wagnaidfesinusruuay Tudeismaianedoyausasssinnduniudy
MnUayailnugu
(o) 131083003 aABITNITNUNIUANUMNITANYDIANTlUN1TIU D 9Ty AR
Alduegrleslay o afadleliiulalainansang q Aldlidnedaumnzay
JauasruunugunsdtdeeyaudasUssinduanuduisnindrdedeya
Tngnsanaznadideriiuszuau fouaszuuiesiimunsiedorlde (User
Account) wazssiaru (Password) Hialdlunisnsisasuiinuassvesildau

Joyalunsaziunugulaya

&

nsSudadeyad AN UTEUUATOUBANSISME AITLASUNISIINSIE (Encryption)

MdunnsgIuaIna wu SSL VPN %38 XML Encryption 1usiu

(@) In1INIRUATLUA sUITHANIUANNTE 82 NI UATOITEAUAINEAA Y UDY
¥ ‘NI “« ¥ LY | ¥ 9
Toyamunsyyliluenans “nsldanusiarugldem

(o) MyuaNInINsSwanuiuasUasndevesdoyalunsdnurdunsndeanuen
MBI LU Y1595 astaden liadunmsdrsesuazaudeyaiiveylude
v =2 ! < v
vunnnau lWunu

() 13183703 an B9 NITATIVFDUAIMMANITANYBIENT lun1SIU oy aves

Hlduegrleslay o asuieliiulaladndndeng q Mlvlidadiaumanzay

'
A

() MINTNISNTEVIANURMAANTUINNT B LY (Username) hazsianiu (Password)

Y

Y

vosynnalayarauy fouluSulinvounanisnseniAuAAtURINNg e
= Y o o oad Y
szilgutesduningltes
U8 @en. STUUNUANTAUNANIGINANWeNLEIY (Business Information Systems)
Timihnthenuiansanussiaung § menuanuiuaalaends wazgnseusis q neusdnduls
Tdayasiuiuluszuuau viieszuumaluladansaumeanazioulondimeii 1y seninansensi
GRLREDIGLN UYMW RN RIT REN

(@) MuuaulevisuazansnIsiienIua Josiu waguimsdnnisnisidteya

(3

WU URlLNIShwANLTUAIaAAUA A TAUNATOILIINENUIAITIZYAN 1.6 bdob i

Y



UMY
(o) MArsanIavselieugnnsindsdeyadiuynang

Aaa a

() WsurIdiupanslatandansviselasuaygalmdildanu
(@ RNAsasensamzideugldanu
(@ Woygnlulinsldnudeyadidgvsedeyadusiuiulunsainssuulad

1MA5NNSUDINULNYIND

wuUfuRlunissnuaruiuasasndeiuansaunavedsmeuaBseQuin we. boo i &



duil e NsAruaniANSURAYaUYR LYY (User Responsibilities)
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a2 & NM5UINITIANTTAUNING (Assets Management)
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d9uil &€ N13AIUANNSIINAATEYIY (Network Access Control)
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U8 &n. MUUANINTNITATUANNITLTIUTEUULATEYILLALLATBIABNTNIABSULYY (Server)
mﬂé‘l,%'mumauaﬂwmmm LﬁaaLLa%’ﬂmmmﬂaamﬁmaﬁzw MNRUINIUHUR dasioluil
(@) UAPRIINNUIBIIUNEURNT ABeN1TANSlun st ldussuuAT oY 18uae
LAS BIABDUNLADS UUNE (Server) %wmmm%ﬁaw"’nﬁawaaqiyﬂmﬂu
audnNYaeNYs aeaUlININTINT MBI
(o) In1sPuANTama (Port) Nldlunsiigssuuegnesany
() 38n135la 9 Aarnrsatgveya niesruudeyalaainsveslnadesldsu
miayigmmﬂﬁwﬁmmmm
(@ msrgszuvnnsseglng dldanuisuanmangiu FEUMANANS 0ANT W
TunsARUNUA UKL UL IND
(@ nsingszuuaierieniglukagssuvansaunalunyignuainszeglng
s ~ o = v v . o v a v % =~
aesdnisasduinidaldanu (Login) lnsuansinuaieden 19y wagsd ol
a = LY . . v Y o ' o
n1sigadduduiinu (Authentication) A18n15ld39an1u W ensIvaay
AUgNFRIvRIRlYIURBUYNATY
90 &, MAUALALINITLUILENLATDUNY fasa Ul
(o) Internet uuneniAI oY 18LdwLA3 Y8808 9 AINDIAITA 9 LT BAIUAN
nsindaesenielaelilasuayn e
(o) Intranet kUwASYIEN8TULALLIASOUIBA18UBN taAMUUaBANglun1S g9y
syyvansaumnangly
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Information Access Control)
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Licensing and intellectual property and Preventing Malware)
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snwagidudunsuidnvzdeslioygaliinsyeuseiieldudumesiin Luwslinu Iy
Tngazdosimuadunsaly
1 ' Aa ad o = < v = a ¢ | o
19 ooo. MIgUTANTNzseIUNIovdenni1sldauratnIesnouiitnesqnY1edl
NOANIINNITITNUNRANIBIEERANUADAN BUBITZUULATEUEEIUTIN U30LAAINNTTHNUTDS
TUsunsunsinnudesrannudasnieaunitaslasunisuily
19 oob. N30 ausoludnvuvaInIsAIUANIEEElng (Remote Login) 91n18UaNNNEY
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(o) v0oygINIsldnuduaednualdnys
(o) iudaya Logfile 7i Firewall
() WAV Logfile 9067 Application
10 eon. Jazilauleuigauanulasnieves Firewall aggnssiunisliusnisiiuiiauniiag
losumsudly
1o eoc. Aosnmadouuazdaneinvessruuviegunsaiflifanudndulunisdlda
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dufl ol M3AUANNsIdaauneBiannsatlind (E-Mail)

v = v A [ a a a 1 . g o ¥
19 ood. lunsamzloudnydyldnuannunedidnnseiingd (E-Mail) Aawimsnsenteya
Y ag Y a aa a & . A o Y% v o '

o lguInIsannunedianynseling (E-Mail) InsgudA1veiuld N

10 eob. IaInMINEBannIeling Laldsiariuiodlivsmnguseuanssiarusanin
wairasansoanulusUraIdanwallnuAmSNYIY WU “x” vise “O” Tumsiuiudaziidnys

10 oo, {AKATEUU fasnmundwIuasneeuligldnuldsiaruiiala wu lihiu o A

v (V=1 N < LY 1 a 4

19 oo, WTUANWIBIAUIHANIU (Password) Tiluszuunsuiames

10 elbo. WagUIANIU (Password) ¥ e - © 1oy

10 obo. lWldfogannueBiannsedind (E-Mail Address) vosduiiosunsesunse
dadamnu eniuusazldsunisBusenannidivesdldnuuagliioldvessanunedidnnsedng
(E-Mail) \Hugsuiinveusensldeulussvunedidnvseiing (E-Mail) voewmu

19 ebl. 1GINMIIMNUsTUUIANNEBEANTOlNd (E-Mail) 1@5adufssastuiinesn
(Logout) nAT3

10 oba. Nsdsdayailuanudu lasssyrnudidyvesdeyaaduimdeanning
Bdnvselind (E-Mail) Vudsudinagldiinsidhsadeya E-Mail inthevuivunld waglild
Ausdnsyidunisseyieney E-Mail vauSuliigndesielasiunisdetindaysu

<

18 eloc. udRAINeBannIaing (E-Mail) Nilanwaziluanuuiegaes (Spam Mail)

v

V) 5
19 eb@. MUARAMUEBENNTIUNE (E-Mail) 114 T
) Adanvauzilunsaslasongune wse

anvaziluannunegnld (Chain Letter)
10 olob. WNdRAnIIEBIaNIelind (E-Mail) Nl
ansvesynnadu
10 olow. WNdRanIsBanIaling (E-Mai) A8l 3alulituynaadulaeanun
10 olow. WsvyTovewdiluanmnedidnnsetind (E-Mail) nnatunadly
1o obe. WN1sdsesoyanmnedidnnseiind (E-Mail) auarudndusgrsainaue
10 omo. Jidnusawhnmnnagauenasuunaanediannsetindnounisde
envaeulndlaglilusunsudesiulasa WWunislesiulunsdnlngniu Executable File
1 [ o/
LU .exe .com tUJuAU
10 omo. Jidnusadliilaviodiieannnediannselindvietoaruilasuaingds
dl 1Y v
Mlaian
10 omb. flinudetlilddennunlignimviesudsannnedidnnsetindnlimanean

vsatoyaduoviiideveideavemiieanuy vliAnAULANLENTE NI HIUN1
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dufl om NM3AIUANMIIEBUMBSIHIA (Internet)

70 omb. §AUATEUU Foarmualdunianiadeuseszuunoufiamediiion1ndnldew
Suwmesiin dendeureriuszuusnumnLlasnsefimisnudnassiivini Wy Proxy, Firewall,
IPS-IDS sy Tugldnuihmaideusessuuaeuiamosiutomnady 1w Dial-up Modem Bntiy
wihdmeawanudduuagsesinsvesygnanimiimibsnuduaiednvaldns

0 ome. 1A3 0sRNRLABSdIUYARALAZLAT BIRBNRLABTLUUNANY AauviNTIT ausie
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W3v0338UUUURN1S
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Scanning) Tnelusunsutlasiula¥anounissudstoyannads

fo oma. ulfiadotnedumedidnuesasdng onsevinisdolud

(@) vUselepilugagsiadiuda
(o) iloratuiis WA nstauny gaimeuns famas
() nsgviimsfineliiAnanudemeodonimdnual Lazdeldosuesesdns (du
MsIMeuNs Toyad o19neauFeniose0drns n3eToyadA 1Ty
AIUTUVBIBIANS
(@ nIgyRANgMag 1
- dudwtemsuns Teuavieyslusunsuiiasiindvans
- unsnsznelusunsuliuszasAn (Malware) wu hisanauiames
- sz dwsgaudadefasssy 1wy msiduniiueoulay s
V3OINELNSADAINN DU
- nsgviimsidenaine nsznuiuauiunwend maun nezumngnsd
WU N13NBN13531Y
- nspinnsYuy Anaw vieazifindnsvesd ulildSuanudeme 1wy
mMsthdmSemeunsnn @oe denauninuazides (Multimedia) vogdu
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19 oco. 358n5239015019U Inan TUsunsuldauainssuudumesida (Intemet)
M58UaR (Update) Tswnsusing 9 deadululngliazinduans

Yo o<, lumsldnuszuuieietisdumesidnliidnnedoyaidfgyuazfuaudues
Vel

{0 ocn. lunslddedinueeula Iftanu wlsueuazuufiinnslidedsruooulat
Tsane1uan@szuina (Social Media Policy) Usgd1laudszana w.a. beoe tngliauenufniiu
visoldtenrmiidng e fagviliiAneandenidedeteidoweminenuy msvhaisanuduius
fuynansvemIBNudY 9

1o oce. dldnulivitidoyanouiinmnesla q Addnvuzsuduia suiduaiuie
Aeafuanuiuasmisnveandng suduamufaifeadunisionsie veamididnvauesuaun
waglivhnsweunsvsedsatoyaneuiiunesainariudumesiis

1o oce. ndanlduszuudumesidn (Intemet) 1adaudn Idaiuusiwesiietesiy
nauildanulngyanadu o
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10 oax. M3l¥THaNIL Wgldnuldianuuuimie “msimvuantnanusuinteuves

Aldenn” Nsvyliluenansdiuil m

10 oo. NstasiuanlusunsugadslifiaUseasd (Malware)
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Aldusemsvaeumhisanindesig o 1w Floppy Disk, Flash Drive uag Data
Storage 81 ¢ naUWITNUTILAUIATOIABNNILADS
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(@)
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Y

= o o A

Failwavinlideyaneuitunes viesruuAsuiImesvToYnAmdRuAnALdemY
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18 o¢o. N3150T0YAUALNITNA

(@)

(o)

(en)

Aldusesiuiinveulunisdrsesdeyavinaiosneuiiuneslivudeduiindu 1

WU CD, DVD, External Hard Disk 1Jus

a

Alfudniiiuinudedeyadises (Backup Media) Tiluaanu
Mmugay Widewien1siilvavestoyauaznaaeunsiaudeyandiseld

DYWHAUEUD

Aldnudesszfiuanudesindeyaiiiuliuu Hard Disk luasazdudeya

e

o w =
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ANSANTUNITUDINRUILINU

wuUfuRlunissnuaruiuasasndeiuansaunavedsmeuaBseQuin we. boo i ac



47U7 & N5IYULATDIABUNADSLUUNAN

18 o&l. kuINNUURANSTTWINIY
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(o) WanBBeN sl TmIeveads Wy Yaneuinn nadudandee LCD Tilusesdn
Frurieriliae LCD vouaIsnauiamasuuunnrunndemels

(o) linsesyivuuntnvswazbtuiun

(@ madaiauazeramiiinenmdsdasdauniiefian uazdeudaluly
wuReiuiudaLuUwIY Iszasiiineeiisestagaule

(o) nsldpIesmeufianmasuuunnnnduszeznaiuiuiuly Tuanmiidoinadou
3 fodawsesnauiumesiiiodunmsininiosdnssozudenoudaldeul

(@0) MalAdoudEiAdos vazdlag sadaldauey Timisonaingrunels
uilufiudd shudheededlaenisiminoenniy
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19 @&, ANUUADANYNIAIUNIYNN

v a

(@) Flismiiniisuinvoulunsteaiunsgyme Wu msdeniadssvazilils
T linaetesiisilufianssue vieluuinuiienudesdenisanme
(o) FlFsmilifvrieldaunsufinmesuuunnmluanuiindanuiew/
AU /Fuarensguuaziassy Tatloafumannnazny
18 odc. NIAIVANNTUINITFUVUHURNT
(o) Flsusiosimunderldann (User name) uazsiar1u (Password) Tuns
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(o)

(en)

(@)

A7 udesmnunsian 1wl qanind eg1adesnud svuliluenans
“N15UIMITIANTTAVENSIFUIEUULAZ SR
Adnugestanslinulusunsusnuaenin (Screen Saver) Tnsianaiuszunn
o& Wit Idhnsdenmiaedioliinsldenuy ndwnduilofosmsidnudeodd
RN

Hlda1uf 9115 Logout enanszuuiuiideidnldnunislisgnviive

Wuaiuu

10 oa&. NMslisianuligldnuujifnuuunninsuimsianissiarunssylily

BNES “MSMMUAnTNAUSURRYRUYR I Lt

10 odo. N13d150RLARAZNNSNAY

(@)

(o)

(en)

(@)

(@)

N L 9UA BIYININSENT09U DU AINNLAT DIADUNILADS WUUNANT taeISnsuay

Y Y

'
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dorne  edsaiunisgaymevesioya

Wl us 0vvzA usnund eadmsesdeya (Backup Media) biluaniud

Mgy Lideswen1siilvavesioya
[ 4 'IL ¥ 14 o

W ud od1509%8yan 19 q MiAudeyaliavdeariinisnaasunisg Ay

Y

Y9ALNAND
wruFed1sesayanlildauudy devhaneldlaunsadluldaulaan

Aldnudosszfiuanudssindeyainuliuu Hard Disk luasazdudeya

Y Y

'
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d7uf oo ﬂﬂiﬂi?ﬁlﬁ’ﬂﬂﬁgﬂ@ﬂ (Intrusion Detection System / Intrusion Prevention System

Policy : IDS/IPS Policy)

T8 e, IDS/IPS Policy 1 uulsuren1sind 132 UUATIIABUAITYNTN KATATIAADY
audasafeveaaietne iletlestunineins ssuuasauma uazdoyauuaiotioneluniisay
Tflanusiunsasade 1unwmsnsuoRRetunmseasumsynsniaiets niouduunum
uazANLTURRveUTIALITes

19 o&w. IDS/IPS Policy AseuUAauynlaad (Host) luiaIeunevesnuieuuasiaIenie
Hoyartavan ufudunsiveyaeadiuma dliogluaiernedumesidannidunis

{0 e¢w. srvuimafiansnddddanndumesidaviofiasisuzasfomiunsnsiaaoy
NIEUV IDS/IPS

18 oo, swuuianualy DMZ (Demilitarized Zone) azfaaldun15n19a0 U URUY
nsliuimaneunishnseuasdaliuing

{9 @oe. Toas (Host) waziedotnevismuniidnisdwiiudeyar IDS/PS axdpsdinistuiin
HANTATIAABY

98 epl. 5¥UU IDS/IPS Agfeiin1snsiageuway Update Patch/Signature tuusedn

10 eoa. fBEiN1IATIIERUWMANITAl ToLaT519T WeAnssuN1sTdy Avnssy wasdudin
Usinadeyariildnuasetiadulsydmniulaedguassuy

{8 eoc. IDS/IPS agyauneldngauauiugiuves Firewall Aldlunsidrdaaiorie
VBITTUUATHUNANLUNG

{0 oo, infosusidefiimafinda Host-based IDS azfpsfinsmsivdeudayausysiiu

{0 oo, whssrsnunginssunsldany s viewmanisalioun Afanmdsase
nsyngn mslaufszuu woAnssufiunasds viensneneudiszun feiivszauanudnsauarll
Uszauanudisa Tiusmssefugaiedildsuneumnegl i fiamhinnuiudiinsany

{9 eow. MaITIRABUMIYNINTRardeafutuindeyaldlitieentn o fu

f9 @oc. 530U IDS/IPS fsUuuunismeuaussdammnsaifiiaty Wi seeunan1snga
wurBNMANITalAg 4 ddunsmutuneudieanauidems avtenduasisiefinsiany Yot
wansaiiotafndnluounan wasddunsnLAY

o oo, nignuilanslumsyinisdendeindetigveaiesneufinmedidnginssu

dessiansyngnszuu aelddesdinisudeungldanudiam
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e nsneed1daszuulnedveu nslanfszuu w3elingAnssudeananisvingureIszuy

A5aUWA AxanTEIUNISITIAS o eTTuR Mnn1sNTEYIRInaldun1snIEyinANuRaidenrd ey

v
Y
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d9UN ee MIANAIUAZANNUAAIYDITZUU (System Installation and Configuration)

18 oale. NMTUTUUTISEUUUSURNNT (Operating System Update)
(@) ATIVEDULATDILLNY LavgUnTalsy Uy
(o) FndaszuuUftRnmsnssmunnudainsnslday
(o) FviunTouarsiaru fauaszuy wazdedldau (Usen)
(€) fmunrAnds Feurded (Computer Name) / IP Address
(&) UFuUss / Avuadnsgiuanaaonfevesssuufinag (nsdli
s¥UUURURNSAT Service Patch Update)
(o) ARcalusunsy Antivirus / UTUU34 Virus Definition LagimnunAIN15nIIAE0Y
sruumsaknusarUuugelusunsy
10 oalo. N5UTM TR LTW/ANTNTTuaznsldeusyuy (User Account
Management)
(o) MuunToLazsHaNY HAUATEUU (System Administrator)
(o) fvundofldan (Username) wagswaninu (Password)
(en) TuiinUgyanldauuardnsnisidnldssuy
U8 eeln. NMIUTUUTINTSNWIAINURDASY / Anti-Virus (System Security & Antivirus
Update)
(@) Aasnu E15eds ssuunshnuveasreuiwes nMsnldssuy
(0) Performance 9843UU MiaTIIARUANTEULTNWIALUARA BiRAS
(en) USuUTe / Amuaanszuuanudaendy Tmngauiuldym
(&) USuugalusunsu Antivirus wae Definition Tiviuadiesduuszdmnduani

(@) #Lduns Scan as1anhisamauiimes Wulsyan

(%
a o

10 oaic. AnAY / USuusassuudnnisgudeya (Database Management Operation)

(%
a o [ v

(@) ANAITEUVIANTTZIUTOLA MIUAIIUABINITVBITEUUANTAUMA

() MuuaATzUUNTalUsuNTUEIUTaYa Tiviausiudussuuluanisiaegis

QNAee uazliussansnmanudenvuavessyuugIuleya

Y a

(en) @379 WATAIMUATIBTOHUINTIEUUFIUYOYA (Database Admin) Torldudy

Y

wazaAnsSnisiy

(@ U5uuse / muuaaszuulimanzay viuade wsetesiunisiiadymnidudsza

[ a

18 oo, ANRIFINTBYALUTUNTUITUUNUA 9 / Aruaaszuuvedusinsuiag i

Alduwagansnisiinlduinis viiedieguteya

1%
a o

(@) AAAIUTLNTUTZTUUNUANNAINUADINIG UIDNITWAIL
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(o) Muuaal w3alusunsy w3euin1s Iivheuswduszuudfuanag Wuly
palusunsuviossuunuiiueggniotuasiisansam

(@) A 9g1utonanazid ourasruueIy uarvinismaasunisliusnng
PSR

(@ wdsfldam viodrvesszuua lnsudssede swaru wazdnnisidnle
sTuLlagguteyanuiifvuali

(&) Myuanaeinisdsed / & / naaaunAu (Restore Test)

(o) Guiindorimun A1fnds uasdnddodldrundasseduresszuunnasedi

nsasa / Ysuds
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duil o= NMsInNudayavTRsRaNiINes (Log)

T8 oo, FaLAvdeyasasnisnsuinmed (Log 13ludeifudoyadauisasne
ANuATUIU gndes wiade szyfyaraiiinisdesananls uasteyaiililunisdafudesdvun
Fupruduluniadnis

{0 oo, vuudluteyasmasaonfiunes (Log) Afusnwly

18 oo, Mnualiin1sduinnsviauvesssuuduinn1suuaauves 19y
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