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1 i/ I ' 

rii'Vl-1'1.JbA~f.l..:JAe.J:WW1 b\9le.JTI tJ\91Un bb uu~vi5ni11-tl..:i1'Utl1:;bJ1V1~~~..:i:w1~1n h..:i..:i1'U (OEM) Vii'Hi"ll~VJ5 • 
11n~fo..:i1911:wn.nV1:w1C.J u6'l:;"ll~ 1tl1bbm:wue.J..:in'U11-16'1 " ~ . 

11..:i-wC.J1u16'lT~h:;mn\91 rii'l!n..:i1'U6'11B11ru6'l"lJ:5'.:iV11~mn\91 
" . " 

coi. A11:WbU'Um 

~1CJ11.:ivm1u1m~1~.fl bn~ 1~~tnru11~uu?111?1m 'Vll"l'Vl1-:J m1 bb 'V'l'Vl 8bb{;l ~m1u~'Vl11~~ m111-:i'V'I ti1u1'1 
" 

(Hospital Information Management System : HIMS) b~BJeJ-:i-rum1~1b'Ll'U-:J1'Ul?i'1't.J'U~n11'Vl1-:Jn11bb'V'l'Vl8 
bb'1~-:J1'U'U~'Vl11~~m11VfihJ 1~~'Vl6.fl1'V'lmn~-:i~'U n1161 Smart Hospital bb'1~1-dm1-:i1'U1~uu Electronic 

" 
Medical Record A1eJ'UA'1m~ -:i b-:i'V'I CJ1'U1{;1 m:w'U fou1CJ'/JeJ-:J m~'Vl11-:i?f1511ru?1'/J ~-:in A11:w"il1 b U'U~ e:iwd1 

' ' 
bfl~ eJ-:JfleJ:W~ db~ eJ 11ti'~-unb~eJ1i61'1vif u bb 'V'l'Vl 81'U1 ~'U'U er U1CJ1 'U (I PD) 1'Un11U'UVi noif e:i:w {;l'Vl1-:J n11 bb 'V'l'Vl 8 bb{;l ~ 

' " " 
boif1fi-:i1~'U'U HIMS 1~eJ~1-:J?l~mn 11~b ~d bb'1~U'1eJ~JltJ zj-:J'1~'111tiCJnJ~l?luAru.fl1'V'ln11f n~1'V'ltJ1'U1{;1 '1~fld1:W • 
41-ileJ'U'/Je:i-:J-:J1'UbeJ n?l11 bb'1~ b ~:wm1:wt1n~eJ-:J 1 'Un11'U~'Vl11~~ m1eru1 tJ J'U 

" 'U 

191-:itT'U n'1°:W.fl11fl'1?l'/J.fl1'V'l~~Vl'1 bd-:J'V'I tl1'U1{;11~ 1~.flbn ~ n m1mh~?l-:Jrl'1 ~'lh~ nd~11fl1b'Ii1 bfl~ eJ-:J . . " 
fl eJ:w~ db~ eJ {1 ti'~~ n 61°1'Vlf u-:i 1'Ut11~:w1'1 t:J '1 'V'I ~ eJ:w~ ~ 1u1bbn1:w 1~uut1Bu~ n11611vi-r u bfl ~· eJ-:Jfl eJ:w~ db~ eJ ~ 
1 ti'~~ n bb uu~'Vl6m11-d-:i1'Utl1~ b.fl'Vl~ ~~-:im'11n b-:i-:i1'U (OEM) ~n~'/J~'Vli ~ n~ eJ-:i~1:wnD'VlmCJ bb'1~~~ 
1 tl1bbmm'fo-:i n'U bf ?I "il1'U1'U !veto bfl~ eJ-:J l?i' 1 CJ16u1~mm1mB b~ n'Vl1B'Ll n~ (e-bidding) l?i' 1m~'Uth~-:i 
b-:i'V'lmrnm~1~mn~ t11~"il1tl-:iuu1~mru iv~~-tvctb'll<9l 

" 
kl. 1 \9ltitl1:;6'1..:ifi b ~ eJ 1 VI n11'U~ n11~~1~'U'U?l11?l'Ub'Vll"l'Vl1-:Jn11bb 'V'l'VltJ bb'1~'U~'Vl11~~ n11 bd-:J'V'I tl1'U1'1 (HIMS) • 
l?i'1'Um11 oti'-:i1'U1~uu Electronic Medical Record ~-:i bd-:J'V'ICJ1'U1'1 ?11m1111otl-:J1'U1\?i'eJ~ 1-:int11~~'VlB.fl1'V'I bb61~ 
1B-:i-rum1n'1n'1m11Vfu~md'u1~'1l1'1l'U1~B~1-:i b~:w~ 

Q'l.<91 

m.m 

~A11:w?11:w1111~1:wnDvi:w1CJ 

llJ b ll'Uu flfl(;j 6'i':w61 ~m CJ 
' 

1~eJ~'j~V!l1-:J b~ nn'1 n11 
" 

m.<i'. hi b U'U'UAA'1zj-:JeJ~ 1~'Vl11-:i11 m~~um1~'Uoif m?l'UeJ'Vl~eJvl1~ ruru1nu'Vl1hm1'U'/JeJ-:J-r~ 11-ti'1m11 b~ eJ-:J'11n 
'I 'U '\J Q.I Q.I al..! 

bU'Uer~~~1'Ubnru"Vim1u1~biJwmm1t1fiu~-:i1'U'/JeJ-:ieru1~nBum1~1m~buCJu~-r~:w'LI~111m1m~'Vl11-:im1A~-:i 
'U d.J 'U d.J 

n1vi'U~~ 1:w~u1~n11"1 bt:J ti bb 'V'I 11'LI1~uu bA1 B"ti1 CJ ?111 ?l'U b 'Vl l"l'/J B-:i m:wu ~~ n '11-:i 

m.cr ~ bll'UuAA6'lzj-:i11m~uzjeJ11l 'Uuru~11tizjeJer~-:i-:i1'Ubb61~ 1~bb~-:ib1CJ'UzjeJ1Vf bu'Uer~-:i-:i1'U'/JB-:iviti1~M1'U'/Je:i-:i-r~ 
'I 'U 'I Q.I 'U 'U d.9 

1 m~uu bA~eJ"ti1ti"ti11?111?1'Ub 'Vll"l'/JeJ-:i m:wuru~n'11-:i zj-:i11:wfi-:i'Ll~uAA61~er~-:i -nm lJ'UVf'U?h'Uer~~m1 m1:w m1 
Q.I 'I 'U 'I 'U 

er~~ n11 eru~'Vl11 er~el1'U1'11 'Un11~1b 'Llm1'U 1 'Lln'1 n11'/JeJ-:J'Ll~'Uflfl61J'U~1 tJ 
'V 'U 'U 'I 

m.'o::i ~Aru?l:WU~bb61~ 1~~~n~ru~\;)eJ-:iVf1:w~1:w~Aru~m1:Wn11'UltJ'U1t!n11~~~eJ~~~1-:Jbb61~n11'U~'Vl11~?1~ 
' ' 

i.J"i~lil'Wff:i"ilJnl'i 

n"i"ilJnl"i 

n"i'ilJnl':i 

m.:i'1111~tJ'W"i e.i~ru-rl'lu 

'W l .:Jii111e:i .il1"i"itu 'W'1U"i~~Vl~ 
'l.!1tJVll~n~ i.J"il'UVJn'll 

~ ~ d 

::~~~::::::::. ::~~:::::~~~:::·.:·_ ·_ ·_ ·_ ·_ ·_ ·_ ·_·_·_·_:·. 
'1'1'\.JllJ ~ 



bU'Ll'Ll~UAA61~iJm~~1Vf"LJ1tJ~i.Wl~D'J::!ff-.Wl'J1A1Bb~nvmi'Lln~~\ln~TJ 
bfl. b'li ' 'IJ ' 

m ~ 1~bUt!eYiJe..i61lJ"J::; 1tJ'lltl11l1n'UnueY~t!oLJm61'Llm1tJ~'Ll~ boLJ1~'LloLJm61'1.W 1 Vlbbn~-:i'Vl1~mn(?l ru l'LllJ "J::;mf"1 
• 'U 'll . 'll 

LJ"J::;mm1A18b~ nvi"Jei'Lln~ 'Vl~ei 1~ b U'LleY m::;vh fl1'JeJ'Ub U'Llfl1'JoLJ~'LJ11-:im"Jbb -U-:i-LJ''Ll"J1Aieici1-:ib U'Wli'J'Jl11 'Ll m"J 
,, ,, 'IJ 

LJ"J::;m~"J1A18b~nvi"Jei'Lln~A-r-:iu 

m.~ 1~blJ'Ll0~Wrnein~vii'Vl~eim1l1~l1n'Ll zj-:im"1LJl]b61Li1~tJei11~'Uf"11611vitJ bl'Llbb~-rJim61"1lei-:i~~'LloLJ'm61'Llei 
1~iJr-hi-:i 1 Vf61'1::! bein~viim111r111nm oti'Ll11i!'Ll 

' 
m.<9lo eY~'UoLJe:ib61'UB~~'LloLJm61'LleJ 1 'Ll'JDbbUU"LJB'I "n'l"Jm"J1111fi'1" ~ei-:iiJAru61lJU~~\l.j' 

'IJ 'IJ ' 

(<91) fl1'Jrl1'Vl'Ll~~~~l'Ll 1 'Llm'Jb -V1~111ri'1"1lmr1~umn 
'IJ "'"' 

mru~-Vei(?ln61-:i1 n1'Vl'U~ 1Vf er boLJ'11111ri'1"J1tJ 1~'J1tJ'Vl~-:ibu'Uer b-V1~111ri'1'Vl~ n -Vei(?ln61-:i1 'l]::;~ei-:i iJ m'J 
'IJ 'IJ 

n1'Vl'Ll~~ ~~1'Ll'VlU1~ bb61::; m1l1fo~ ~'lleiu 1 'LlLJ~m ru-:i1'U ~'l"LJB\l'Vl~ ei1161 r11(?1111~ ru ru1"1J ei-:ier b -V1 ~111A1'Vl~ nm n n11 
'll v v 'U 

i.I ii I ii d 
m "LJ1'JllJA1'J1tJB'UVln'J1tJ 
'IJ ' 

(®) mru~-V eJ(?l n61-:i 1 n1'Vl'U~ 1 Vier b .U11111ri'1"J1tJ1~d1 tJ'Vl~ -:i b u'Uer b .LJ 11111ri'1'Vl~ n n'IJ m"J~111r11i!'U 
'IJ 'IJ 

~ ei-:i 1 oUe..J61\l1'U"LJB\l er1111A1'Vl~ n 'J1 tJ b~ tJ1bU'Ue..J61\l1'U"LJB\l n'IJ fl1'J~1lJA1~ ~'UoLJB b61'W eJ 
'IJ 

~1'Vl-ru-Vei(?l n61-:i1 ~1~1~n1'Vl'U~ 1vrerb.V11111ri'1"J1tJ1~b u'Uerb .U11111ri'1'Vl~n erb -V11111r11vim1tJ 
'U 'U 'ti 'I 

"1::!~eJ'liJAru61lJU~A'JU~l'U(?l1lJb~eJ'U 1"1l~rl1'Vl'U~1 ll 'LlbBn611'Jb ~UJ'll1'U 
' " 

(m) fl1'J~'UoLJ e:Jb61'U B"LJB'I n'IJ fl1'J~llJA1 

(m . <91) mru~oLJeJ(?l n61'1 "1 rl1'Vl'U~ 1 VfiJ fl1'JlJ BU'VllJ1 tJer b oLJ1~1lJA1'J1tJ1~d1 tJ'Vl~ \lb U'Uer~'UoLJ e:Jb61'UB 
'IJ 'IJ 

1 'Llm11n"1 m"J~111r11 m"J~'LloLJ'm61'Llei~-:in~111~~miJ'Vlt1-:i~ei11eiu e:\'1m"1 

(m . l!J) fl1'J~'LloLJm61'LlB~1tJ15LJ'J::; m~'J1A1B b~ nvi"Jei'Lln~ (e-bidding) 1 Vf erb .LJ11111ri'1~1~fo 
,, 'IJ ' 

lJ eJU'VllJ1 tJ'Vl~BlJBU B1'Ll1"1l?l1lJoLJ eJ ( bfl' <9l) ~1 b 'Ll'Ll fl1"J611mei n611'JD 'J::! m m1 Al Bl~ nvi d ei'Ll n ~ mru~iJ fl1'J'11'Vltl1 tJ 
,, 

bBn611'JG/1eJ'Vl~eJ~1'1 

m.<9l<9l er~'LloLJB b61'UB~ B\l61\lVl::! b tJtJ'U~iJoLJBlJ61f;l n~B\lA'JU~l'Ll 1 'U'J::!UU~~~B~~~1\l.fl1 A-r\i~ltJBb~ nVl'J ei\1 n~ 
'U 'U 'U d.!I 

(Electronic Government Procurement : e - GP) "LJB\lml1Ut1J~nm-:i 
' ,, 

bfl.<9ll9 er~'UoLJe:Jb61'UeJ~ eJ\liJlJ61A161VlB"LJB\l n'l"Jfl1'J ~'IU 
'IJ 'IJ ' 

( <91) mruer~'UoLJe:Jb61'UmU'Ll'Ll ~UAA61~ ~ ~~'l~'U\?11lJnf1'VllJ1tJ 1 VltJ'Vl~ B~1'1D'J::!b Vlf'!l zj-:i 1~ 'IJ~Vl::! b D tJ'Ubn'Unl 1 
'IJ ' d.J 

<9l u ~ ei-:iiJ1161 r1161vi6"1Jei-:i n "1fl1"J "11ne..i61~1-:i"J::;'Vl'i 1-:i~'Uvi-r~ u 61vi5~ n~1 tJ'Vl.j' ~'Ll61vi5~LJ "J1nn1 'Ll-:irnb61~'1\i1'Ll::! 
'U , 'I , ':J d.S 

fl1'Jb~'U~iJm"Jm1"1fo'JeJ'lbb6i'1 zj'l"1::!~eJ\lbb61~'1A1 b U'UUl n <9l U61~Vl1tJ neJ'Ul'Ll~'UoLJe:Jb61'UeJ \lUbb61~\l\i1'U::! fl1'J b~'U 
' "' 

<9l u 61 ~vr1 tJ n ei'Ll1'Ll~'Ll-Vm61'Uei 'VlmtJCi-:i -:irnb61~-:i\i1'U::! m'J b~'U~ ei'U 1 LJ n ei'Ul''Ll~'Vlti1tJ-:11'U"LJei-:i-r\in1'Vl'U~1 Vi b u'U 
' "' "' 

l'Ll~'LloLJm61'LlB <9l uLJl]Vi'Ll b l'Llbb~mru'Ll~~AA61~~ ~~\l~'UmlJn{]'Vll11tJ 1 VltJ 'Vl1nl'Ll~'LloLJm61'LlmU'UoiJ1-:i"J::; tJ::! nm 

~ n'JlJ~\>ll'U1Li'Jn"1 fl1'JA1rl1'Vl'U~1 Vfij ~UAA61~'U\lU bb61~\l\i1'U::! fl1'Jb~'UtlUn'JlJ~\>ll'U1Li'Jn"1fl1'JA1 zj\l'IJ::; eJ tJ 1 'Llotil\l 
, 'I d.!I 'I 'U 

b~eJ'UlJn'J1AlJ - b~eJ'U~f1'tJ.fl1AlJ "LJB'IVlnu 1~tJ'Ll~UAA61~ bU 'Uer~'UoLJe:Jb61'UBi!mr-:ieitJ l 'Uoti1'1"1JeJ'lfl1'J~'U\lUbb61~'1 gl 'I 'I 'U 'U 

Ji1'Ll::!fl1'Jb~'UnUmlJ~\>ll'U1~'Jn'l"Jfl1'JA1 AB otJ1-:ib~B'UlJn'J1AlJ - b~eJ'U~~'tl.fl1AlJ mrud1Vf611lJ1'Jf;l~'U\lUbb61~'1 
\i1'U::!fl1'Jb~'Ll~B'Ll 1 LJBn <9l tJ 1~ 
"' 

(l!J) mru~~'UoLJe:Jb61'Llm U'U'Ll~~AA61~~~~'1~'U(?l1lJn{]'VllJ1tJ 1 VltJ zj-:if1-:i 1~iJfl1'J'J1tJ'l1'U'IUbb61~\l)i1'U::! 
fl1'J b~'U nu mll~ \>ll'U1Li'J n "1 fl1 d r11 'Vl~ eJ m ruer~'UoLJ eJ b61'U eJ b U'U'Ll ~u A A 61 ~ ~ ~ ~ 'l~'U \?lllJ n f1'VllJ1tJ~1-:iLJ d::; b Vl f'!lzj 'I u 'I 

'I 'U 'I dJ 

hJiJ fl1".i".i1 tJ'l1'U\lU bb61 ~'I \i1'U::! fl1'J b~'U 1 Vf.W"11'J ru1 fl1 'Jrl1'Vl'U ~1161 A1"1J eJ'IVl'U "1 ~Vl ~bu tJ'U 1~ tJ er~'UoLJB b61'U 8"1 ~ \?) miJ 
d.ll 'U , 'U 

Vl'Ll"1~Vl::!bDtJ'Ll~b~tJn'111"J::;1161r11Vfmb611 ru 1'Ll~~'LloLJm61'Lle:J hJ~1n-.l1 <9l '11'Llmvi 
' 'IJ ' 

~ .:i1.rn,J ~ n1Vl'W 111 fl ru ~ n~ru ~ bt:i'l"l 1~ 
~ ' 

i.h~51'Wfl'r'ilJ fl1'i 'W 1 .:J'1111~tJ'l"l'i B1tl.J-r(;) tJ 

m.:i'111Bi1l'i'itw 'l"lffU'i~~VIE 
'L!1tiVl1~n~ U'i11JV)fl'll 

~. .., d 
~ .:J 'W1lJ ____ _____ ~".' __________ 1 'WVI ______ , ___ _____ _ , __ , 

~.:J'W1lJ __________ ~~- ---- rif.:i~------------------
/ 

~.:J'L!1lJ ---------- -



(bn)611vt-rum'j~(;1teJ~(;1~1\lr1~-:ivrd-:i~ih-:iL~'Llln'U ctoo,ooo rnvrfi''LlhJ rmu~~'UoLJB~'LlmD'Llur1r1G1Li'j'j:IJ(;11 
'U ' 

1Vf-Yil\J1'j~tnl\l1nvtt!-:i~e:i-rude:i-:iuru~L~'Ll~·hn1lJLn'U ~o 1'Ll ne:i'U1'Ll~'Uoif m?i'Lle:i b(;1CJt'lei-:iill~m.hnf1-:iLvt~ei 1 'Lluru~ 
v v 

5'U1f11'jlD'U:IJG'lfl1 (9) 1'Ll cs:' '1JB\l:IJG'lfl1\l'U'lb::;mru'UB\lbf1'j\ln1'j'\ll~eld1CJn1'j~~'UoLJBL?l'UB 1'Llll\9\(;1::;f)~\j ll(;1::;vt1n 
'U 'U 

L D'Ll~'ll'U::;m'j~(;1tei~(;1~1-:ivt~ei L D'LlmvWu n1'jfl(;1L~ einl\J::;\9lei-:i LL?l(;1\lvtu-:i~eifodei-:iuru~ L~'U~1 n~ii:1Jr;i fi1~-:i n~TJ 
'\J '\J v '\J 

~nf1~\lvt~-:i1'Ll1'UG1\l'U1:1J1 'Ll~f\Jf\J1 
(cs:') mru~ er~'UoLJ B l?l'UB 1lJiJ:IJG'lfl 1?1V1B'UB\lnl\l n1'j'\ll~BV1'Ul\J(;1Vl::; l u tJ'U Vl~ eiii ll\9\1lJ l YI tJ\I~ e:J~ I\]::; l oLJ1~'U 

'\J 'U , 'I 

oLJBl?l'UB ?11:1J1'jt1v11l 'Ll'Un1'j 1J)~-:i.Q' 
(®) mru~~'UoLJBL?l'LlmD'Ll'Ll~~r1r1G1~~(;1~\l~'U(911:1Jn!jvt:IJ1CJ 1 VlCJ vt~B~f1r1G15'j'j:IJ(;11~~ei~ f1J'll1~1 VlCJ 

~~'UoLJBl?l'UB?l1:1J1'jf;1'1Jffd\ll~'U~'UlzjB b(;1CJt'lei-:iii1-:il~'U~'UlzjB (9) 1'Ll cs:' 'llB\l:IJG'lfl1\l'Ulh::;mru'lJB\lbf1d\lfl1'j'\ll~e:Jd1CJfl1'j 
'U 'U 

~~'Uoif m?l'UB 1 'LllL\9\~rnf1~\I 1\1::; L D'Ll~'Ul zjei~5'U1f11'jfl1CJ 1 mh::; l Vlfl vt~eiu~~Vll~'UVl'Uvt~ffll~~vi l~'UVl'Uvt~ nvi-r~ tl 
' ' 

~hl-ru B'U tu1(911 VlU'j::; neiu nl\l n1d l~'UVl'Ul ~ eJn1'j~1ru'l!tl ll'1 ::;tJ'j::; nei'LJ5'jn l\l~1U 'j::; n'Um:IJU 'j::; n1Pl'UB\15'U1f11'j 
'I v q , 

ll vi-:JtJ'j::; l Vlf11 V1 CJ m:!Jd1CJzjB'U~~Vl l~'UV1'U~5'U1f11'jll vi\ltJ'j::;l Vlf11 VlCJ ll~\l l1CJ'U 1 VlVl'j1'LJ b(;1CJ~l\J1'jn.J11\l1n CJB(;1 l~'U 
' 

'jl:IJ'UB\11\1 l~ 'U~'Ul zj B~ '11U n\11'U 1 vtru-rrnei\I Vl~ B~ '11U n\11'U?l1'1J1-r'Udei\I (mru1J)-r'U:IJB'UeJ1'U11\ll\l1n'11u n\11'U 1 vtru) 
v v 

zj-:ieiein 1 Vllln~~'Uoif m?l'Ue:J t!ufi-:i1'Ll~'U-tf m?l'UB 1lJLn'U ~o 1'Ll 
'U 

(loJ) mruer~'UoLJ B l?l'U Bl D'Ll'Ll~'Uf)f1'1~~(;1~\l~'Um:1Jn f1'\ll:IJ1 u\911\IU'j::; l Vlfl Vl~B'U f)f1'15'j'j:IJ(;11~iJ1J) 
'\J q dJ , 

~ei~ru'll1~1w.1 ~~'UoLJBl?l'UB?l1:1J1'jf;1'1Jffd\ll~'U~'UlzjB b(;1CJt'lei-:iii1-:il~'U~'UlzjB (9) 1'Ll cs:' '1JB\l:IJ'1fl1\l'LJU'j::;:IJ1ru'UB\I 
v 'U 'U 

1m \ln1'jvt~m1 CJ md~ ~ 'UoLJ ei L?l'U ei 1 mL\91r;i::;1"1~ -:i l\J::; l D'Ll~'Ul zj ei~ 5'Ll1m 'j.fl1U 1 'LltJ'j::; l Vlfl vt~eiu~~'Vl l~'U'Vl'Uvt~ ei 
' ' 

'U~~'Vl l~'U'Vl'Uvt~ n'Vl-r~ tl~1J)fo B'U tu1(911 VlU'j::; n B'U nl\l n1'j l~'U'Vl'Ul ~ B n1'j~1ru'll tl ll'1::;tJ 'j::;nei'LJ5'jn 1\1~ 1U 'j::; n'U 
'I 'I v , 'I 

(911:1JU'j::;n1f!'UB\15'U1f11'j ll vi-:itJ 'j::; l 'Vlf11 'Vl CJ (911:1Jd1 Uzj B'U~~'Vl l~'U'Vl'LI~Li'U1f11'jll vi-:itJ'j::; l 'Vlf11 'Vl CJ ll ~\I l1CJ'LI1 Vl'VJ'j1'LJ 
' 

Vl~e:J l D'LI~'Ul zjB~Li'LI1f11'j\9\1\IU'j::; l 'Vlf!Vl~ e:J'U~~'Vl l~'U'Vl'LIVl~ nvi-r~ tl~1J)-ruei'U tu1(911 VlU'j::; neiu nl\l n1'j l~'U'Vl'LI l ~B , , v , 

n1'j~1ru'l!tl ll'1::;lJ'j::; nei'LJ5'jnl\Jrf 1U'j::; n'Lim:IJU'j::; n1fl'UB\15'LI1f11'j nm-:i\911\IU'j::; l 'Vlfl,j'U mm1CJzj B'U~~'Vl~ 
' 

5'LI1mdn'11\l\9\1-:itJd::; l 'Vlfl,j'Ull ~ -:i L 1CJ'LI1 Vl'VJ'j1'LJ b(;1 CJ-Yil\J1'jn.J11\l1 nCJB(;1 l~'LI'jl:IJ'lJB\11\l l~'U~'Ul zj ei~ ~1u n-:i1'U 1 vt~ 
-rrnei-:i vt~ei~~1t!n-:i1'U?11'1J1-rudei-:i ( mriJ1J)-r'll:IJB'lleJ1'U11\ll\l1n~1t!n-:i1'LI 1 vtru) zj-:ieiein 1 Vf LLn~~'Uoif m?l'LI ei u'llfi-:i 

v 'U 

l'LI~'LioLJBL?l'LIB 1lJLn'U ~o l'U 

(ct) mruer~'LioLJB l?l'UB l D'LID~'l.Jf)f)(;j~~ (;1~\l~'Um:!Jnf1vt:IJ1 CJ\911\IU'j::; l 'Vlfl Vl~ B'llf1f1'15'j'j:IJm~iJ1J)~ei 
'\J , dJ 'I 

~ru'l!1~1'VlCJ(911:1JoLJB LoJ oifei bn bb'1::;-ifei cs:' (LoJ) :1J'1A11\J::;\9lei-:ibD'Ll1tJ(911:1JeJ'm1bbG1mtJ~CJ'Ub~'Um1 (911:1.JU'j::;mf!~Li'LI1f11'j 
v 'U 

bb vi-:iu 'j::; b 'Vlf11 'Vl CJ n1vt'LI(;1 1'LI-li1-:i'j::;vt-J1-:i1''LI~ Lt:-.i CJ bb ~~tJ'j::; n1Pl bL'1::; LB n?11'jtJ'j::; nl (;1d11"111 'LI 'j::;'LJ'l.J~ (;1sff e:i~ (;1~ 1-:i 

mf1-r~J)1CJBb~n'VldeiDn~ (e - GP) lil'Lifi-:i1'Lll?l'LIB'j1f11 
"' 

~-:id er~ 'UoLJ B b?l'UBl\J::;\9l B\l~'LibBn?lld~ bb?\(;1\11 Vf b ~'Lifi \loLJ B:IJ '1 b~ CJJtl'll:IJ '1fl 1?1'VlB'lJB\ln l\Jfl1'jbb~ lbb\91 mru 
'U 'U '\J , 

tJ 'j::;nei'l.l n'l.l bB n?11 d~ -:in~ 111\J::; t9l ei-:i~ 1'LI fl1'jfo'jeJ\I (911:1.Jd::; bu CJ'll m::;'VJ'jl\I md\911-:itJ'j::; b 'Vlf111J) 1CJn1d-rm ei-:i bB n ?11 d 

~-Pl . loJctbn~ bbG'l::;~bbm 'Ub ~:!Jb~:IJ n1vt'LI(;1 b(;1CJl\J::;\9lei-:i~'UlBn?l1'j~\ln~111 'Lil'LI~'UoLJBl?l'LIB Vl1n~~'LioLJBl?l'UBiJ1J) 
'U 

iimd~'UbB n?l1'j~\ln~11:1J1~~B:IJtl'l.Jn1d~'UoLJBl?l'LIB 1Vf~ei11~~'UoLJBb?l'LIBd1CJ,r'LI~'LibBn?l1d1lJf1'j'l.Jih'LI(911:1Jb~ B'LI 1 'll 
'U 

~n1vt'LI(;111l 'Libein?11'jtJ'j::;mm1m 

(b)mrum:IJ oifei (9) - oifei ct 1:1J1.ffu-:ifi''l.Jmru~-:i\9\ei1u-d 
(b.®) mru~~~'UoLJBl?l'Um D'LlvtthCJ\11'LI'UB\l-r~mCJ 1 'LitJ'j::; b 'Vlfl 

'U "' 

(b.loJ) D~~f1f1'1~~(;1~\l~'Lim:1Jn!)vtmCJ1'Vlti~ei~d::;vt11-:imd~'LI~nl\Jm'j(911:1J~'j::;'j1'l!uqJr(J~~:1Jr;i::;mtJ 
~.Pl . loJcs:'c;;bn bb'1::;~blm'Ub~:!Jb~:IJ 

'1.:itrn.J~n1V1uvi fl ru~ m;ru~ btl'W1~ 
" ' 

U1~TI1 1.Jf1d1l.Jfl11 'W 1 .:1'1111~t.J'W1 B~rufa'1 

u1.:i?111vii111ru 'W~tJ1~~'VlB 
~.:imii __ ____ __ Olf· ____ ______ l'uVi. _________ _________ , 

~.:l'W1l.l_ ________ ___ t?_~ _____ fl~.:I~-- -- - ----- --- - - - --
~.:l'W1l.I ________ ~----------------



(tun) .:i1t1~1.:iriei~~1.:i~m~uru~mn:i hl'~t1vi::; b Ut.J'U~tl')::; neiu f11') .:i1t1 riei~~1.:i bb~l m1::;.:i1t1~1.:i 
v '\J 

ri ei ~~ 1-:i~ ·wu1t.i.:i1t16U ei.:i-r\i~hl':W m ')~ ~'Yl 1u ru~ ~tl ')::; n eiu m ') .:i 1t1riei~~1-:i~ iJ ri ru ~~u~ b i1 ei.:i l?i't.111 bb~l ri eit.11' 'U~ 
cl.3 v 'U , 

'\"j')::;')16llururu~ m')~~~ei~~~1.:i, :We.m 1.Uu.:iA'u 
v v 

" ' " 
(b.cs:'.) n1')~~~ei~~~1.:im~ml'm <f'0 l')')AvrU.:J (Iv) (6U) bb'1~ (A) bb'tA.:J'l"j')::;')16llu11JtQ'~m')~~~ei~~'11.:ii 

" 
(b.ct) f11')~€J€l~.:JVl1~~Vl-r'l"j~ bb'1::; f11°)b ~1€l~.:JVl1~~VJ-r'\"j~ 

(b. b) m ru.:Jl'U~ 1-:J'U~ f11')Vl~€l.:J1'U '11.:J b Vlm'U~ f11') tl'U'U AA'15')')~~1 b ~'U ~1.:J'l"jtJ' n.:i1t16if 'U')b1 
' 

m6ll11~1.:i6ll1~ '\"j11'n.:i1mnu6Ut.i~ '\"j11'rn1t1ut1Vin-ileim1 but11?i't1 
'\J '\J 

<i.' 11~a~b~~~flru~n~ru~bu'V-l1~"1Jei.:i~a~Vi:iJ~~1 b-U'U n11:5'~b"!i1 
' ' 

<i.'.COl bfl~ei.:ifleil!'W1 b\9leifl:-U'191un 
' 

cr:.(9).(9) V1'1.11t.itl')::;m'1e.i'1nm.:i (CPU) ~:Wbbn'UVl~n1:Wueit.in-i1 ~ bbf1'UVl~n (~core) bb'1::;iJbbnm~liei'U 
(Thread) ')l~tl'UL:i.iueit.in-i1 ®Iv bbn'U (®Iv Thread) :WbviA1'Ufa~b~~~11!11J1t1.!'UT~mhll'LI 
mruVi°\?lei.:i1-tlm1~~1m')t:1l'Un1')t]')~~l'1e.J'1~.:J (Turbo Boost Vl~eJ Max Boots) b~t.JiJ 

'\J 

m1m~1~ruru1ru'U1Wm~.:i~vi hJ-U'eit.in11 cs:'..b GHz '11'Ul'U (9) V!Ult.J 
v v 'U , 

cs:'..<91.lv VIU1t.Jtl')~~'1e.J'1n'11.:J (CPU) iJVIU1EJA11~~1bb'U'U Cache Memory ')l~l'U')~\Ku (Level) 

b~mn'U6Um~1:WueiE.Jn11 ®tv MB 

cs:'..<91.m iJV!Ult.JA11~'11Vl~n (RAM) 6lllJVI DDRct Vl~eJ~n11 iJ6U'U1~l:Wueit.in11 <9ib GB 

cs:'..<91.cs:'. iJV1'1.11t.i~~bnu-ilei~'16lllJ~ Solid State Drive bb'U'U M.lv NVMe 6U'U1~m1m11:WueiE.Jn11 ct®lv GB 
'\J ' 

'11'LI1'U (9) V1'1.11t.i 

cs:'..<91.ct iJ"iJeJ.fl1'1"j61J'U1~l:WueiE.Jnl1 ®ct.b 'if 1 bb'U'U FHD ~iJA11~'1::;b5t.J~l:W~1n11 <9i~lvoX<910~0 
6lllJ~ 1:iJ~::;Vi'ei'Ubb~.:i Non-Glare Vl~ei~n11 

cs:'..®.b :Wn~ei.:i Web Camera ~iJfl11~'1~b5t.ivi'Wueit.in11 b'lilvop Vl~ei~n11 ~~vi~.:im'l"j~eJ~L'U"11bA~ei.:i 
bb"~:Wllm~m.1u~~~1m')t:1u~ b u~m') 1.U.:i1'Un~ei.:i hi' 

' 
cs:'..<91.ITTI iJ~ei,:ibzjel~~ei (Interface) bb'U'U USB ho ~'Ultl bb'1~ USB Type-C ')lmb~1 L:iJueit.in'i1 m ~ei.:i 
cs:'..<91.~ :W~ei,:ibzjel~~mb'U'U HDMI '11'Ul'Ul:Wueit.in11 (9) ~€)-:) 
cs:'..® . ~ :W~ei.:ib~ei~\91m~u'UbA~ei'li1t.i (Network Interface) bb'U'U ®o/®oo/®ooo Base-T Vl~ei~n11 

bb'U'U~vi~.:imEJL'U (Internal) Vl~mb'U'U.fllt.J'Uein (External) '11'Ul'Ul:Wueit.in11 (9) ~ei.:i 
cs:'..<91.(9)0 ~1m')t:11.U.:i1'ULm:WueiE.Jn11 Wi-Fi b (IEEE ~olv.<91®ax) bb'1::; Bluetooth 

cs:'..<91.(9)(9) :Wbb'Ul'lb\91eJ~6lliJ~ Li-Polymer Vl~eJ Li-Lon Vl~ei~n11 6U'U1~A11~"il 1:WueiE.Jn11 cs:'COl Wh Vl~ei 
' Clli I Q,.I tf ~ ~ ~ c::I I 

~m1 bb'1~')eJ.:J')'lJf11')6ll1')"iJb')lbb'U'U Quick Charge Vl')eJ Rapid Charge Vl')eJ~m1 
' ' " 

cs:'..<91.<9ilv bA~mriei~V11b\91eiiV1b~'Ueil?i'ei.:i~1'Um')-ru')eJ.:Jmm\i1'U ~.:i-U: 
"' 

cs:'. .<91 .®lv.<91 b U'Ue.J~\91~ru'l'i~e.i~\91"il1n b ').:J.:J1'Uffi~-ru m')-r'lJ')eJ.:imm\i1'U f11')'U~Vl1')~~ f11') 
"' 

fl ru.fll'\"j ISO ~oo® Series bb'1::;~1\91')\i1'Uf11')~~f11')~ .:ibbl~6f ei~ ISO 
' "' 

®cs:'.oo® Series 

cs:'..<91.<9ilv.tv 1~-rum')-r'lJ')ei.:imm\i1'U~1'Um')bb~ m::;"il1t.iri~mb:W b VI~ n hJvh FCC Vl~ei 
"' 

~~~1~~~l~'W~riru~n~ru~bil~1~ 

'1..:J'WW ...... ... ~-------l'W~ ~ ' 
tl'i~Li1'Wm1:wm1 

'W1..:i?111e:ifo11ru vmtl'i~~VI~ 
'W1tJVllPlfl~ tl'i1tJV)fl'll 

'1..:J'W1:W __ ___________ ~~---- ri~..:i~-- -- -- -.~ -- -_ -_ -_ -_ -_ -_ -_ -_ -_ -_ -_ ·_ 

'1..:J'WW ........ ~ 



cs'..C9l.C9lhcs'.1~-rum'j-r'lJ'jB-:Jm\9l'j~1'U~1trnT;itJ'j:::VftJ\01'W~'l'll'U Energy Star G.o Vl~B 

6'!-:in-i1 'W~BmBn6'\1'j~'lJ'jB-:J 
'U 

cs'..C9l.C9lhct1~-rum'j-r'lJ'je.J-:Jm\9l'j\J1'U~1'Ut:-J~m:::'Vl'Ul'iB~'IU,1\01~Bm:::\Olu EPEAT Silver ... 
Vl~B6'!'1ffJ1b\01tJ6'!1:lJ1W\9lT"J"'il6'!BU6'!tn'U:::1~"'il1nbl'U 161Jl'i www.epeat.net 

'U 

cs'..C9l.C9lkl.b\9l., 1 bfl ~ B'I ~ B 'I f:..J
0

1'U n 1'j'VJ\016'! B'U fl11:l.J'Vl'U'VI1'U\91°B6'! .f111::: bb 1\01ci'B:l.J\911:1.J 

mm\i1'U6'!1n~ b ~eim1:1.Jfl'l'Vl'Ul'iB f11'j 1.U-:11'U1 tJ~ m~m.1:::bfl~ B'UV1tJLl Bti fl~-:i ... 
'W~B:WbBn6'\1'j~'lJ'jB-:J"'il1n~t:-J~\9l 

'U 

cs'..C9l.(9)m&i\01~'1'j:::'lJ'UtJ5'\.J&lni'j Windows (9)(9) Pro (bcs'.-bit) vliJ~'LJ~'VIB~n~e.i-:im:wnDVlmti 
(Original Equipment Manufacturer - OEM Vl~Bbb'U'Ub'li11'1l\911:1.J'j:::tJ:::b1m«t1)t1)1) b\01tJ 

~B'l6'!1m'jm.U1~1m:::uu b\01b:l.J'U (Domain Join) b~ Bf11'j'lJ~Vf1'j~\01n1'j"'iJ1n611'Un'11'l'LJB'I 
b 'j'l'WtJ1'U1~ 1~ 

cs'..C9l.(9)cs'.iJeitJmru1'rn.':f1m1:wtJ~ei\01JltJ TPM (Trusted Platform Module) nei1.fr'tJ ki.o Vl~B~ffJ1 
' 

&i\01~-:Jm'W~B:wnul?i'1bfl~B'I b~mei-:i~'lJf11'jb-U'1'j~6'\-U'm;J'1 (Encryption) bb~:::m'j-rm~nm1:w 
tJ~ B\01Jl tJ'LJeJ'l 'j:::'lJ'UtJ Bllii f11'j 

cs'.. (9). C9l<f i1m:::biJ1~1V1fo161 bfl~ ei-:i 1 t! \91~ n (Notebook Bag) ~i'lfl11:l.J'Vl'U'Vl1'Ubb~:::b V1:1.J1:::6'!:wn'U'LJ'U1\01bfl~B'I 
cs'..kl e.JbVfb6!i1~e.i..:i~\Ol~..:J"ll\OlbU'rnm11ue:i..:in'Ubfau6l~.ntiflnfl1111~\0lue:i.:ifi'm (Enterprise Edition) ~ii 

'U ' ' f/ V I V 

~'U~'V15fln~e:i..:i (Subscription License) fl1BUfl6l1!\916lB\011~tJ~bdmb61i11\0ltiiimutl'n~ru~"ll'U~1\0l..:i-U: 
'U ' ' 

cs'..hC9l 6'\1m'jfl\9l'j'J"'iJ~'Ubb'1:::i.1ei-:intJJi'tiflnfl1:WVlmnVlmmtJbb'U'U b°1i'U Ransomware, Unknown 
' 'U 

Malware, Exploit, Rootkit, Trojans, Fileless attack 1~bU'UBf.i1-:ii'.leiti 

cs'..hki 'je:J-:J-r'Ub'Vlflb'Ufa~m'jm'J"'il~'Ubb'U'U Next-Generation 1~bbn f11'jlbm1:::~'W~&im'j:1.J (Heuristic 

Analysis) bb'1:::b'Vlfl fofa~ f11'jb~ti'Ui~1mfl~eNVl~BUt1Jt1)1tJ'j:::~'l'f~ (Machine Learning I Al) b\01tJ6'!1:lJ1'jflUB'ln'U 1~ 
b~bfl~mbJ1~bzjei:wl'imfl~BoLJ1tJ (Offline) 

cs'..ki.m 6'!1m'jmb6'!\01'1'11~'UbVl\9lf11'jtUf11'jb"'iJ:l.J~ (Event Details) 1~bbn m:::'U1'Uf11'j~bn\01~'U (Process), 
' 

1'V'J~~tin6'!~1-:i/bbm'LJ/~'U bb~:::m1:w«:w~'U6b;;J-:J'j"U.f11'W (Graphical Tree) b~ei1Vf~1til'ieim'jm1"'il6'\BU 
'U 'U 

cs'..ki.cs'. 'je:J'l-r'Ub'Vlflb'Ufa~ Virtual Patching Vl~B Exploit Mitigation b~BUB'ltl'Uf11'jb"'iJ:l.J~~1'U-dei-:i 
1 Vl1'LJm'j:::'lJ'UU50&lm'jbb~:::bbBU'W~ bfli'U (Vulnerability Assessment) 

cs'..hct 6'!1m'jtii-:im'jbbtJnbfl~B'l~i1m1m~ti-:ieiein"'iJ1m:::'U'Ubfl~BoLJ1tJ (Network Isolation) 1~Vi''U'Vi 
"'il1nVli'.l 1u~V11'j~ \01n1'j b ~ ei6'\n\01 ~'Un1'jbb 'W~ n'j:::"'iJ1tJ'UB'I~ '1bb11 bb~:::6'!1:1.J1'jfl b~ tJ nf1tJ~'VIB n1'jb zj ei:wl'iei 1~ b~B 
tJ~B\01JltJ 

cs'.. h ti iliJVJ 'I nit.tn1'j~A'U'j:::'lJ'U (Rollback) b ~ BV B'UA'U6'!.f11'W 1 'V'J~hei n6'\1'j bb~:::'j:::'lJ'UUi)1.J&i n1'j~ 
'je:J-:J~'U f11'jtinvhmtJV1~Btim.U1'j~6'\l\01tJB\9l l 'U~~ 

'U 'U 

cs'. . hQ"l! 6'!1m'jflfl1'Ufl:l.Jbb'1:::~ \01 n1'j m:::u1'U ni'jvl ~ ei-:i6'!-:i« ti "'il1 n611'U n'11-:i 1(0) Vi'tJVI b 'litJ n1'j'j:;:fo 
' 

m:::mtJf11'j (Kill Process), f11'jnnnt.11 'V'J~ (Quarantine) Vl~Bf11'j~'lJ 1 'V'J~~b UtJBtJ\91'j1tJ 

cs'..hG 6'!1:l.J1'jflD B'I tltJn1'j bi 1i\' 'I b lU 161J\ll Vl~Bnm-:i (Anti -Phishing) bb~:::iJ fl11:l.J6'!1m'jfl 1 tJn1'j 

m1"'il6'!B'UJl(Jflnfl1:l.J~bbe.J-:Jmnu-dei-:i'Vl1'1f11'j~B6'!1'jmm\i1tJ 1~bbn HTIP, HTIPS, POPm bb~::: SMTP 1\0i\ut.1 ' ... 

't.J'j::;'Ql'Wn'J'i:!.Jnl'i 

n'J'i:!.Jnl'i 

n'J'il.Jnl'i 

'Wl~?llTJ~t.J'W'i Il'~lli~l'lLJ 

'Wl~?ITH1ii111ru m1tld::;~V1i 
'Wlt.JY111'1n~ 't.J'ilt!VJfl.U 

G'M'Wl:W __ ____ c::¥__. ___________ l'WVi ______ ____ ______ ___ _ 

'1~'Wl:W ___________ ~~--- -f1~~~- - -- --------------
'1~'Wl:W ___ __ ~_ 



ci'..lv . ~ lJ';i~'U'U'U~Vl1';i~~nl';i"'\11n?i0 1t.inm..:i (Centralized Console) bb'U'U Cloud Management~ 
?11lJ1';jflfn'Ufl1l'U fou1CJm1:wtJfle:i~.n mbfl~Btlb~~.ue:i:wfl 1~ b~ bfl~ e:i..:ifl n-li1CJ"'\I~ 1off..:i1'Ue:iu'Ue:imri~e:i-LJ1CJ 1 dwm1u1fl 

'I 'U 'U 'U 

ci'..\v.(9)0 i:h~uu Remote Console ~61i1CJ 1 '1Xb~1V!U1~?11';i?l'Ub VH"l?l1:1J1';iflboU1m1"'\l?leJ'U?lfl1'U~m1:w 
tlfleJ~JlCJ Vl~e:i~..:ioile:im1:w (Send Message) bb~\lb~eJ'U0off..:i1'U~bfl~eJ\lUfl1CJV11\l1~ 

ci'.. \v. (9)(9) i:h~'U'Ufn'Ufl:Wn1';it-d' \l1'UbbeJU'V'l~ bfloll'U (Application Control) b~ e:i~1n~Vl~e:ie:i~ t1J1~ 1'\X&i~~\lbbfl~ 
b~ CJn 1 off \l1'U61JeJ'\i'J~ bn1mw1CJU1CJ~ n1Vl'U~ 

ci'..\v.(9)\v i:h~uumuri:we:itJmrub~e:i:w~e:imCJ'UeJn (Device Control) b"li'U USB Storaoe bbfl~ Bluetooth 
' ' ::. 

1~m11lJ1';ifltl1Vl'U~~Vlim';i1off..:i1'U (Read/Write/Block) 1~~1:1J';i1mfl~eJ\lVl~m1CJm=i:w 
' 

ci'..\v.(9)m ?11:W1';ifl&1~;\lbbfl~vh..:i1'U'i1:wnu';i~'UutJfiu&imd Windows (9)0, Windows (9)(9) bbfl~ 
Windows Server 1~blJ'Lie:iu1..:it'.i'e:iCJ ';i1:Wfi..:iih~um'Jmn'Um';ifl€l'Un1';i&\~~\l 1U';ibbnd:IJ1~CJ hJ1~.:rue:imu1~ 

' v 

ci'.. iv. (9)1'.i'. i;.J ~ ~ .n ru"l'i rJl e:i..:i d e:i..:i f um ';i'U ~ Vl1';i ~ ~ m ';ifl'J 1mi 'LI ri ..:itJ fl e:i~ Ji' CJ ?l 1';i ~'LI b VI Plm:w bb 'U1VI 1..:i 

ml?ml1'U?l1nfl (b"li'U NIST CSF Vl~eJ ISO/IEC \vb'lloo(9)) ... ... 
ci'..m nT~6°1'l:IJ€l'Ubb6'1~~~~\l 

ci'..m.(9) m '!Xb61i11?le:i..:i~-:i:we:irnbfl~&i~~..:ie:itJmru~1:wriru~n't}ru~bu'V'l1~~..:iVl:w~ 1 '!Xbb~1 b?l~"'\l'V'l~e:i:w 1 i..:i1'U 
'\J ' ' 

ru h..:i'V'lCJ1'U1fl'J;u';j~.flbn~ [l1(J 1 'LI mo l'U t1ut.l~"'\11nl'Ufl\l'U1:1J 1 'LI~ruru1 
'\J v v 

ci'..m.lv WCJ~b1'11b"li1 mb b~eJ'U bl'Ubb~"'\l~:i'.ibVl~i;.JfleJ'Ufl'J';i1'\XCJm~n 
' 

ci'..m.m n1';ii1';i~rl1b"li1bbU\lbD'U\l1~1 "il1'U1'U mb \l'J~ \l'J~fl~ mo l'U 1~m~:wt1u"'\11ni''U~~';i'J"'\l.:ru 
(1JJ bn'U (9)c:t l'Uvl1n1';i.fl1CJVl~\ll'U~\l:WeJ'Ufl';i'U 1 mb~fl~\l1~) 

ci'..m.ci'. i;.J~ ~.n ru"'1~1 'IX b "1!11?1 €!\lb D'U'UB\l1 mi hhriCJ 1 i..:i1'U:w1ri eJ'U (New Condition) bbfl~l?i' €l\lvl1 n1';i 

V1~~e:ium1:w?i:wu ';iru'Ue:i..:ie:itJmru (Hardware) 1.1.fl~';i~uu1.ri~wli 1CJ (Wi-Fi/LAN) VI mri~ e:i-:i~ e:iVlt'.i' 1riru~m';i:Wn1';i 
'\J ' ' 

m1"'\l.:ru~?i~ 
' 

ci'..m .c:t 0'1X1.61i11?le:i..:i&1~;..:id~uutJfiu&inid (OS) bl.fl~ Driver 1'1Xmui;l1'U 'V'l~e:i:w1'1Xri11:w'i1:w:i'.ie:inu 
1.~1V1t'.i'1~m';i?J'Ub VIPl'Ue:i..:i 1';i..:J'V'lmu1fl1'Um';i1,zje:i:w~m~urnri~e:i-LJ1mbfl~&i~~..:i1 tJd b1.m:w1.u'V'l1~V11..:i'Ue:i..:i 1 d ..:i'V'l CJ1u1fl 

1'IX'V'l~eJ:IJ1 off ..:i1'U 

ci'..m. b m 'IX1.61i11?le:i..:i~~v\'1uru~J1CJfl~bBCJ~Vl:IJ1CJbfl'Ubfl~€l\l (Serial Number) bbfl~Vl:IJ1(Jbfl'U~?l~'U€l\l 
'\J v ' 

e:itJ mruVln~'U~..:i:we:iu 1 m ';i'l'V'l mu1fl 1. ~e:i 1m'Un1';i~';i1"'\l?Je:iu1.1.fl~u'UVintJd~~ mdu1';i..:i.:r n't}1 
' ' ' 

ci'..m.ITTI m'\X1."1i1"'\l~l?i'e:i-:iv\'1m';i PM (Preventive Maintenance) Vin., b b~eJ'U 
" ' I 

ci'..m.~ m ,Xi, 61i11?le:i..:i~~v\'1'1'.J1CJ&i~fl';jJlfl.1"'1fleJ:W'W1 b~e:i1 bbfl~e:itJmru1~~\l:IJ€l'U ( l?le:i..:i 1 off1?i~~fl\lVl'Ufl11 d) 
'U 'I " , 

1. ~e:iu..:i 1.1.61~..:i111. lJ'U1.ri~e:i..:i 1. 61i1 

"!i'ein1'Vlt.1\911.~ :1J1.~ :1J e'.J 1.61'U e:i ';i1 ri11?1 e:i..:i~ ~m bbfl ~&i 191~..:i d~ uuu~md~ ~ n1';ifl"e.i:w-W11.~ e:i 11~ CJ:i'.i';i1 CJ fl~ b iJ CJ~ ~..:i-d 
'\J 

(9). ';i~'U'U'U~Vl1';i~~nl';i°1 lJflt1.161:WU&1n1';iVi°1..:J1'Ubb'U'Uflfl11~(Cloud Computing) Vl~eJbb'U'U Client­

Server (on Premise) bbfl~611:1J1';ifl&\\91~\l 'V'l~e:i:w~..:i1off..:i1'U1~~bfl~eJ\lfleJ:W'W1b~B1'Ue:i..:imoff..:i1'U (Client) 
'\J 

~:ih~uutJfiu&\m';i Microsoft Windows (9)0 Vl~eJ~ffl1 
iv. ?11:1J1';iflU'UVin.Um.ifl~t1Jt1J1~€l'U1CJ 1~CJ:i'.i';i1CJfl~b~fo~~..:i-d : zje:i~t1Jt1J1, bfl'U~~t1Jt1J1, l'U~vl1~t1Jt1J1 

d~ (J ~ b 1 fl1 fotJ d~ n'U ' l'U~\l:IJ €l'U\l1'U bbfl ~611:1J1';iflrl1'U1 fl.ll'U~ e'.i'U1 (JV!:IJ ~m ';i~i;.J n~'U'UeJ\l~ ru ru1 bbfl ~ 
'U 'U QJ QJ 

?11mwm1"'\l?teiu?tm'U~'Vei..:i~t1Jt1J11~ 1.lJmiu1..:it'.i'm.1 

'W1~~11BnT'i'H\J ~~LJ'i~~VlB 
'W1E.1Vli~fl~ U'S1'\JV)floLJ 



~. ih:::uuuirVinnT~bb~..:isdm.J(Help Desk) e.J1tJ'Vl1..:JVlU1'<\JeJ'LJeJ..:JbA~mrie:i:wYi1b\?1B1~n~1CJ 1~CJ0ibe:i..:i11'1 
er. ?11:wTrn?1{1..:i'Vlmm6'l'LJfof11{e:i..:i'LJe:iu~nT~..:i1tJ61ie:i:w (Ticket ID ) '<ll1m:::uu 1 U'Hlm:w 1m~CJB\?111..J,J~ 

b. ?11m-rn~..:ioLJ'e:im1:w bb~..:J b~ eltJ 1 u cJ..:JbbffU bA~~itJ 1m1Vl~BbbeJU~~ bAitJ~1Vlr'U~eJ?l11~tJ., 1 LJ ej'..:ie'.f~bb6'l 
I "" 

'J:::uu bb6'l:::e'.f 'LJ1CJ1~CJB\?11 w:J~ b~e:iiJm1bb~..:isde:i:w bb6'l:::?11m1tim1'<\J?leJ'U~~\?11:w?1mtJ::: m1bb~..:isde:i:we.J1tJ 
" 

'J:::utJ 1U'Jbbm:w1\91 

b'll. ?11m1mb?l~..:JVlU1'<\JeJb~tJ?l'JU (Dashboard) "ii'1tJ1tJn1'Jbb~..:isde:i:wm:w?lmtJ:::l'i1..:i 111'1 
' 

~ . ?l1lJ1'Jt1eJ eJ m1 CJ..:111..Jm .n ru"Vi1~ tJ\\J1 bb tJnm:wu1::: b.fl'Vl BU mru u 'J::: bJl'Vl m11 i ..:111..J Vli.11 CJ..:111..J Vl~eJ 
' ' 

b~eJtJ 1'LJ~tJ~'J:::'U'Url1VltJ~11'1 
~. ?11m1m1c.J..:i1tJm.rlru"Vi 1~mbu..:i\?11:wn~:wu1:::bJl'Vl'LJme:iumru , bbu..:im:wn~:wu1:::b.rrnm11i..:i1tJ\?11:w 

'I 'I 'I 'I 

'IJeJvJ~bb11'11'1 

(9)0. ?11m1m~c.Jn~11c.J..:i1tJ m1 bb~..:J61iel:wl'i1..:i I 'LJel..:J'J:::'U'U 1~ mw n\?11:wu1::: b.fl'Vl'LJ el..:JUqJVl1 bbc.J n\?11:W?lmtJ::: 

m161iel:w m:wmi..:i1tJ bwnm:w6'11~tJm1:w~1A'ru bbtin1?11mbt:·mn/e'.l1ti bb6'l:::m:w-d1..:ib1m~n1VltJ~ 1\91 " ~ 

(9)(9) . ?11m1m.11e:ielm1ti..:i1tJ1'11..:i I 'LJel..:11:::'\J'U 1U'Jbbm:w1 tJ~Ubb'U'IJ'LJel..:J PDF, Excel 11'1b UtJel81..:iuelti 

(9)\9. 'IJelvJ ~ bb 11191 el..:J b UtJe..i~ \?1Jl ru"Vi~iJ~'LJ~'Vl~ti n 191 el..:J m:w n f1'\lllJ1 ti bb6'l::: e'.f b?ltJ m1 ml91 el..:iiJ b el n ?111 bb?l ~..:i~'Vl 51 tJ 
" dJ " 

m1'11Vltl1ti'Vl~el 1 VftJ~m1e..i~\?1.rlrusvi~..:in~11 

~.~ m';i-ruu';i:::n'Wbb6l:::m\?1';i~Tu ... 
~. ~. (9) m Vf b 6tf 1l91 el..:Jr'Uu'J::: rl'WA rum~e..i~ \?1Jl ruo/i A'Jel'UA6'l :W~ ..:JA1bb 'J..:Jbb6'l:::ri 1el::: 1 'Ill~ \?16'lel~'J:::ti::: b 16'lln1'J b 6tf 1 

" ' ' 
1~mlltJm11VitJ~m1 ru ?lmtJ~~~~..:ibA~el..:i (Onsite Service) ~1Vlfobb'U\?1b\?1el~l91el..:iiJm1rtJu1:::ntJ1:Wueltin-i1 
(9) tJ 

~.~.Iv m Vlb 6ti1l91m b UtJtJ~'UAA6'l~iJm1:wb zjtl1'1l1ru 1 tJ n1'J~~Vl1bb6'l:::1 Vl'U~ n1'Jb 'ti1elU m ruri el:WYi1 bl?1el1 
'\I 'I QJ 'I 

1~til91el..:i11'1fom1bbl'i..:i~..:ib lltJ~ 1 bb'VltJ"ii'1Vltl1ti Vl~el 1vi'r'U m1rmel..:iri11:w?11m1ti 1tJm11 Vf'U~ m1bb6'l:::m1ffu'U?ltJtJ 
' 

'Vl1..:Jb'VlAtJA (Letter of Authorization Vl~meln?111rtJ1el..:i5tJ1mfo~ru:::b~ti1ntJ) '<\J1m~1'LJel..:Je..J~\?1.rlrusvi'Vl~el 
~1 bb 'VltJ"iJ1Vltl1ti 1 tJu1::: b 'Vll"l1 'Vltiel81..:i bUtJ'Vl1..:i m1 

~. ~. m m Vf b6tf 1l91 el..:Jbb?l~..:Jbbe..JtJn1'J'IJ~Vl1'J~~n11Vl1me:in?f1'Jfo'Jm b yJ eJEJtJcJtJA11:W?l1lJ11t111..Jn11~ ~Vl1 
" 

el::: 1 'Ill~ bbVJbb6'l:::~'LJ~'Vl~'IJelvJ~ bb 11~~nl91e:i..:im:wnDVlll1tJ 1Vf~{e:i:w1i..:i1tJ1vi'el81..:il'im ~el..:J\?16'l el~eii~~qJqJ1b'li1 
~.er m';ia11ua'W'W'Vl1.:Jb'VIAilA 

' 
~. er.(9) m Vf b'ti1l91el..:i~~ 1ViiJ'tiel..:i'Vl1..:i~~l'imb~..:i"liel:w~i~b'<\JtJ 1tJltJbb6'l:::b1m11'1lm1blltJel81..:iuelti 1~til91 el..:i~~ 

" 
?l~ n bnel1~~1 bfl~el..:i1:::·rn 'Ueln 'Vl1~~'Vi bb~..:isdel:w bb6'l:::Vlmti b6'l'LJ1~?1'Vlr~~~tJ 1 Vii~b'<\JtJ 

' 
~.er. iv ~el Mrrnb~..:ib'Vl\?1-rr~-ii'el..:i mVib'ti1l91m~..:ib~1~1~ b-ii'1~1biJtJm1\?111'<\J?1el'UVl~mbm'LJmti 1tJ iv~ .a-1 b:w..:i 

' " 
(Vl1el (9) ·fovhm'J) 

~.er.m 1tJmru~1:!J?l1ll11mbm'LJbA~el..:J~-rr~oLJ'el..:i1moff..:i1tJ1vi'm:wLJn~Jl1tJ 1 tJ (9) ltJvl1n11 mVf b6tf1191el..:J 
" 

~~Vl1 bA~el..:J~iJriru6'l n~ru::: b Vi tJ'Ub vl1Vl1B~ ffJ1lJ11 W off ..:111..J'Vl~ bb 'VltJVJtJVi'<lltJ ffJ1'<\J:::61Jel:l.Jb?l~'<\J b YlelA11:Wl'i m ~el..:! 1 tJ 
' 

m1tJ~m1e'.f'l.'J1ti 
" 

··· ············-············v ···o················· ·· · ··· ········ ·;u······ · ................................................................................ _ ·····································-········-·········· 

'1.:J'l..!1:we..i n1V1'U{;l fl!.1rn n~ru~ b0~1~ 
" ' 

U'i~51'1.JfW~:Wfl1'i 

fl'i'i:Wfll'i 

fl'i'i:Wfll'i 

'l..!1.:iG1111~t.J~'i e.i1ru-rl'li1 

'W1.:JG111Bn1'i'iru ~'1U'i~~'Vl~ 
'\.Jlt.J'Vllf'i'fl~ U'i1UVJfl'11 

~ ~ d 
'1.:J'Wl:W. _______ ~-~ -------- 1'1.J'Vl ____ ______________ _ , 

'1.:J'W1:W ___ ___ __ ____ t?_~------- fl~.:J~------------------
'1-l'U1:W ~_,_ _ _ _ 



ct.et.ct m Vf b 'li1~ei.:iiJbb~'Um';l 1Vfu~md'Vl~.:im';l'/J1tJ1 'Ll~'U~~.:iVt11ilmn!il~oUlil b '1'U b ~ei 1 Vf ~1m';lcr\J fi'\J~ 
~ ~ ~ 

!i11lJb~eJ'U1'1J';j~tJ~b1f;l1bbm'/J (SLA) ~n1'\ll'UlilH.LJ'1.:i~'U1~ 
<£'.b ~'Vl5m"aueim~mi'ruru1b-!i1 ., ., 

h.:ivm1rnG-i~.:J1'U~'VIB1'Wm';luein~n~qiqi16'1i1~.:iWJlil'\111eirn.:i~1'U l19meJlVf6'1i1bJiJ~viB6~tJn{ei.:ifi1b~tJ'\111tJ11il1 
1 'Wmru\91.:i~ei h.J-d' 

ct. b.<9l bA~ei.:iAeiJJ-W1 b~ei1~~.:i~muiith~~vi5.m~ hh U'U h.JmJJAru~n1.':lru~~n1Vt'Ulil Vt1ei~uuruVt1 
' v 

1'Llm';l 1-tl.:i1'U~1JJnu';l~uu~1';l~'Ub'VIP1'1m.:i h.:i~mu1G-i (HIS) ei~1.:iiiutJ611A'qi bn'Wn111'eim'1~ <9lo '1Jei.:i"'i\'1'U1'UbA~ei.:i 
mJJi1ruru1 bbG-i~m Vf 6'1i1bJ~1m';li;mm'1J1Vt'1-tl.:i1'U1~mm.Jn~mtJ 1 m~tJ~nm~n1Vt'Ulil 

v v ~ 

ct. b.tv m Vf 6'1i1"'~bG-itJ'\111ei 1:W~1:i.n';lri\9116u'Um';l~';l1'1"1ieill bt.l~tJ'Uei~ 1 Vt~ Vt1ei~lil'Vl1bA~ei.:i611';lei.:ivililbb vi'U 
~ 

1~1i11llb~eJ'U 1 'll~ n1'\ll'Ulil '1'UbU'Ub'\ll!il 1Vf m~viu~eim';l\i11bU'U.:J1'U'/JeJ.:J t ';l.:J~mrn"' bb"'~ 1~-ruVtu.:i~mb~.:J'11n t ';l.:J~tJ1'U1G-i 
' 

:i.nbb~11:Wti'ei tJ n11 Ql A~.:i mtJ 1 meiuut.Ji]'Vi'U 

~.t'll m':i~lilnT~oLJ'ei11ftbbft ~ m"aci.:ifimn.Jmru 
'lJ ' 

ci'.b'l/.(9) riei'U~'U~lil';l~tJ~ b 1m b '1i1Vt1eiriei'U~\l~'UeJt.lmru1 Vlbbrim Vlb 'li1 m Vlb 'li1~ei.:ili11 b U'U f11 ';l"''U'Vhm tJ 
, , 'U '\J 

.LJ'eim1 (Data Sanitization) 1'Ll'VlU1tJ~lilbnu.LJ'eiJJG-i (SSD/Hard Drive) 'Vlnbfl~eJ.:J!i11llll1!il';l~1'U~1n"' (b'li'U NIST 
'U '\J 'I cl.! 

SP ~oo-~~ Vt1eimm~1'U~'U~bVitJrnvi1) b~B 1Vf~'U1'111.LJ'eill"' 1:W~1ll1';lflrl~'Wn~um 1~ 
~ ~ ~ 

ct.b'li. tv m';lv11mtJ.LJ'eill"' ~ei.:i\911bu'Um';JmtJ1~ m';ln1nulil bbG-i'/Jei.:i6~1Vtti'1~~1d~m 'Vl\31'/Jei.:i t d \l~tJ1u1G-i 
~ ~ 

lliltJ~'1 Vtb '1i1m'11 i"llei'V'Jt91bb1-f bu~1~'Vl1\l 1 'W f11';l"''UoLJ Bll"' bb 'U'Ufl11';l Vt1 eiv11f11';l~1\loLJ Bll"' 1 'U';l~\91u Hardware 
~ ~ ~ 

(Secure Erase) 

ct.b'l/.Ql mVf6'1i1~ei.:ieieinVtu.:i~ei-ru';leJ.:Jf11';lvl1mtJ.LJ'eiJJG-i (Certificate of Data Erasure/Destruction) 
~ ~ 

b U'Wm tJ~ n1.':lrue1n1.':l';l 1Vtbbn1 ';l.:J~mu1G-i b ~m U'U'\11~ n~1'Ut.ld~ neium';l!il';l1'1fo.:i11il~lilvhtJVt1eim';l~'U~lili1'ruru1 
d.9 , , llV v 

ct.b'll.ct 1 'Wmru~'\llU1tJ~lil bn'UoLJBllG-1 (SSD) i1';llilW'\lll1.:i~ruru1bb"'~t') eJ\lii f11';Jb t.J~ tJ'UeJ~ 1 '\II~ m Vtb'li1 
'U , v v 'U 

t'i' eJ.:J~'UtJellJ 1 '\Ill ';l,:J~ tJ1'U1G-1 bnu-r n1.':l1eit.Jmru~'lf 1d1il 11 b ~elvl1f;l1tJoLJellJG-lbeJ\l '\111el~8\lvl1f11';lvl1f;l1 tJoLJellJG-1~ eJ'\lltJ1 
, , \I 'U 

b ~1Vtti'1~ d \l~ mrn"' rieit!tl 161!1 neit.J mruern n'11 n~'W~ 
' 

~ 'Vl~mnru'o/11'Um':i-W\11';lru1~1ilb~ein.Umm..1ei 

1 'Wn1';loW'11';lru1~G-in1';l~'UoLJ m~'Ueit.l';l~mlil';l1fl1B b~ n'Vl';leJU n~ A~ .:i-d' ~\l'\lll lil'1~-W '11';lru1tJ11il~'U lliltJ 1 -tl'Vt~ mnru"Vi 

b 1.:Jb~Wl'UU':i~1!1W/'Nb~'U~1~f'U~lil6l':i':i 
~1m~'Uu1';l.:i t ';l\l~mu1"'1:ad~mn!il t.l';l~"'i\'1u\lut.l';l~:i.nru tvetb<i-tvetb'l/(9) 1.:ib~'U.:iut.Jd~mru~'1~~lilb'li1 ' ~ 

~1.1.d 1.1d~v I.I 

b'll,CS:~b'li,000.00 u1vi (b'1lilm'Wmb~'Ubm'\llJJ'Ub'1lil~'Uu1vim'U) 

t'll .:i11il.:i1'Ubbft~m"azj1m~'LI 

b'l/.(9) rJlVfb'li1'1~l'i'ei.:i~.:iJJeirnA~ei\lAeiJJ'W16!ileinti'!il~n ~1Vt-rrn1'Ut.l';l~m"'~"' ~1'eill~lillt.ldbbmm~uut.J5'Li~md 
611Vt-rrnA~ei\lAeiJJ-W1 b!ilein tJ!ilD n bbUu~vi5md 1 i'l1'Ut.l';l~bJl'Vl~lil~\lm'11 n ld'1\l1'U (OEM) ~iJ~'IJ~viEri nt'i' ei.:i 

' ~ 

li11lln.i;JVtll1tJ bbG-l~~lil t t.l';lbbn':lllUB.:Jtl'U 11-r~ "'i\'1m'U \veto bfl~ei\l 1Vtbb~1b~~'1.fl1tJ1 'Ll Qlo l'UUU~lil'11nl'UG-1.:J'U1ll 
1'LlirqJqJ1b'li1 

b'li . tv d ~ tJ ~ b 1 G-11 n1db'Ii1 bfl~ B\lfleJlloW 1 b!ilein ti' !ilD n ~1'\llfo\l1'Ut.l';l~m"'~"' ~{ Bll'IJ lilt t.l';lbbmm~uut.Jfi u~ n1';l 
' ' ~ 

611V1-ru bfl~eJ\lAei11-W1 b(>l ein ti' (>l{j n bb uu ~vi5n1<a1 oif .:i1'Ut.l<a~ bJl'VI ~ lil~\!111'11n1<a\l\l1'U (OEM) i'iii~'ll~vit"ri n ~ ei\l 
' ~ 

!i11lln.i;JVtll1tJ bbG-1~~191lt.l<abbn':l1!UeJ\ln'U11-r~ "'i\'1m'U \veto bfl~eJ\l bU'U'a~tJ~nm Qlb b~El'U '\ll~\l'11nm<ali11bUW1'U 
-···--···--··---v - o -------····v - .............. ·-·········-·······-···-··-··-·-··-············--·--·-···-·············-------·--·--·--·-·-----·-·····-·-···-.. -·-·-·----····----·-

'1 ~'Ull.J CJ fl1Vl'U~ fl W'1 m~ru::: LU'W1::: 
'U • 

tJ'J:::o1'Um'Jl.lfl1'J 

n-rrnm"J 
fl)'Jl.Jfl1'J 

'U1~~111~tl'l'fi eJ'JW1'1i1tl , 
'U1~~11eii1111ru vmtJ1:::~viE 
'U1t1viif'ln~ tJ'J1DVJfl'll 

Oif ., .. 
::~~~::: :: : :: __ :: _~~:::::~~~--~~~~~-. -.·.·.·. ·.~ ·.·.·.·. ·. · 
'1~'U1l.J ~ ---- -



~ e11wn!Oi1tJ-ru 

m~b-li1'1~l'i'e:i.:i~·nrnu'W~eJl.l~vi~.:ibfl~eNfleJl.l'W1bMerITuMi'.J'fl ~1'U1'U ~<to bfl~e:i.:i l~bb~1b~~wnt.11'u mo l'U 
" q 

tl'rn1 Vl'11 n-fo~'l'Ull.J l 'U~ UHU1b-ii1 Vllnt:b.J ~ boii 1 hi ~1l.J1'ffl~ 'll.Jel'U 1 ~ bb~ lb~~ '1.fllt.J l 'U~~t.J~nmvl Fl1Vl'UVI '1~AVI 
v v " 

!011tJ~'l.JbUm1t.11'Ul'UB\91~1~elt.J~~ o.~o 6UeJ'l~1fl1~'16UeJ'l~~.:ihi1~fol.leJ'U 

~ n Tari' 1V1'Uvi~::tJ:: b -nn-ruu ':i:: n'LI fl -;i1l.l'Y11 ':iVIU n-w~eM • 
m ~b-li1'1~l'i'e:i.:i~utJ~~n'U~'Ufi'1 hJu e:it.1 n-i1 <9) tJ iru'1vi'11n-r'Ufol.lm.J~'Ufi'1fl~u b u'Ul'i''U 1 tJ 
" 

····t;;···o-.. -- .. --.. ----····cv····-····- ···········-·-······-··-··-·······- ........................ __________ ············ .. ·····-····-·-··--··--------- ·······································---··--·-

rt ~'W ll.J e.i f11Vf'lJ(il fl u.m n\'Jru~ btl'Wl~ 
~ . 

tl'i~f51'Wm'il.JnT'i 

'W1~~11eii11'i'iru 'Wrttl'i~~vi~ 
'WlEJviil'ln~ tl'i1uvimi 

~ Vd 

;:~~~:::::::::: ___ ~~::::~~~:·. :-_ :-_ :::::::::::: 
rl~'Wll.J ________ ~- - -· · ······· 


